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APPROACHES TCO FAULT TOLERANCE

Jim gray

Tancem

18333 Vallco Parkway
Cupertino Ca, 25014
tel: 408-725 (212
Sutmmer 1984
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UVBRRVIEW
* PRAGMATICS
* SYSTEM ARCHITECTURRE
* FAULT TOLERANT EXECUTION
{PRCCESS PAIRS)
TRANSACTIONS

* FAULT TOLERANT STORAGE
{REPLICATED DATA}
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PRELIMINARIES

MTBE: Mean Time Hetween Faliures
MTTR: Mean Time To Repair

RELTABILITY: DOESN'T DO THE WRONG THING
ALSD MTHFE

AVAILABILITY: DOES THE RIGHT THING
ALSS = MTBF/{MTEF+MTTR)
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TYPICAL NIM3ERSY

MODULES: MTBF 10KHrs {about a year)

ANNOUMNCE FAILURE

LONG HAUL LINES:; HARD MTBF 4Khrs

i
I
I
I
I
FAIL-FAST: WORK CORRECTLY or |
I
I
|

HARD MTTR 10Hrs |

|

|

|

I

|

|

|

|

| TRANSIENT MTBF 10Minutes
| TRANSIENT MTTR »1Sec (spike)
|

|

|

|

I

|

|

|

I

|

GLON SINGLE FAUGLT TOLERANT HARDWARE

MTBEF ZOR 3YSTEM HARDWAKE > 100 YEARS
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TYPICAL NIMBERS

ATM EXAMPLE AVAILABILITY:
ATM 974 (Broken, PM, out of monev}
LINE 99% (100 min/week)
HOST 55.9% {10 min/week)

CENTREAL SYSTEM IS5 NOT PROELEM,
DISCISSICN HERE FOCUSES ON HOST SYSTEM
NETWORK MANAGEMENT

CEANGE CONTROL

i
i

I

I

I

I

|

I

I

I

|

| REAL PROBLEMS: REMOTE MAINTEMNANCE
I

i

f NQOT DISCUSSED HERE
[

I

I

I

I

|

e e e e 5
] I
i WHY DO FAULT TOLERANT S5YSTEMS CRASH? I
i I
i |
: PECPLE MCGSTLY |
H I
i SOFTWARE OFTEN |
I |
I HARDWARE AARELY |
I |
I [
| CONCLUSION : ]
I ¥
I BUILD S5¥YSTEMS SIMPLE TO COPERATE/MAINTALM |
I |
| FIND WOREABLE APPROACH TO SOFTWARE FAULTS |
| |
| 1
i |
| |
| I
I |
I o I
_______________________________________________ =
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WHY DO WE WANT HIGH AVAILABILITY? |

ANATOMY OF A CRASH:

DUMP (10 min)

1% REBTART { 5 min}

0B RESTART (5 min) DC RESTART {20 min)
45 min!

CONCLUSION:
WITH LARGE NETWORKS MUST MAINTAIN SESSIONS

LARGE NETS REQUIRE HIGH AVAILABILITY

I
I
|
|
r
I
|
I
I
|  PLUS HUMAN RESTABRT TIME!
I
I
I
I
I
I
|

HENCE WANT FAULT TOLERANCE
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FAULT TOLERANT ARCHITECTURE i
* FAIL FAST MODULES (32FTWARE AND HARDWARE]
* EXTRA CAPACITY (TCLIZIRATE FAILURE)

¥ MULTI-CCHMPUTER {80 SHARED MEMORY )
== FAULT ISOLATION

* MESSAGE BASED 05 FOR COMMUNICATION
ACROSS FIRE-WALLS

* PROCESS PAIRS TO TOLERATE FAULTS

! * SESSI0N CHIENTED COMMUNICATION SO
* DETECT LOST-DUPLICATE MESSAGES
* CAN TALK TO PROCESS PAIR

* CAN USE TRANSACTIONS
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THE CASE AGAINST SHARED MEMORY

* STRONGEST ARGUMENT IS5 HISTORY
EXPERIENCE OF ATT, IBM, HONEYWELL, . .,

[

|

I

I

I

]

| * MTBF(N] = MTBF QOF AN N PRCCESSOR
| SHARED MEMORY
I SYSTEM
I THEN

I MTBF{N] << {MTBF{1))}/¥
|

|

!

I

|

I

I

I

|

|

*WHY? NO ONE KNOWS BUT:
* POCR FAULT ISOLATION
MORE AND FANCIER SOFTWARE
RACE CONDITIGONS
FASTER INSTRUCTICN RATE

£ *

* FREE ADVICE: AVCID SHARED MEMORY
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SESSICNS

* OPEMN { WRITE | READ }* CLOSE
* HIDES PATH FAIL{RES

| |
I |
| |
I |
| I
I |
I * BACH MESSAGE HAS A SEQUENCE ¥ I
|

| * SEQUENCE NUMBERS DETHECT [
| * LOST MESSAGES |
I # DUPLICATE MESSAGES |
I * TRANSACTION COMMIT TIED INTO |
I SESSI0ON MANAGER. |
| |
* SES5ION TO PROCESS PAIR SWITCEES I
TO RACKUP IF PRIMARY FAILS, |

|

I

I

i
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PROCESS PAIRS

|
|
|
TWEO PROCESSES: i
PRIMARY: DOES ALL THE WORK I

[

BACRUP: PASSIVE, BUT CONTINUES CONVERSATION
I¥ PRIMARY FAILS.

THREE KINDS QF PROCESS PAIRS:

¥ SHADCW: BACKUP PASSIVELY TRACES PRIMARY
{may be a few messages behind)

]

|

E

[

|

|

|

|

|

|

f * LOCKSTEP: REFLICATED EXECUTION
|

|

|

|

| (may creats it on takeaver)
I

]

]
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|
|
|
|
|
|
|
]
|
* PERSISTENT: BACEUP RESETS ON TAEEOVER |
|
|
|
I
|
T
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PROCESS PAIRS: THE Ca5F AGAINST LOCKSTED

|

|

|

| KNOWH FACT: MOST HARDWARE FAULTS ARE SOFT
| TRANSIENT RATIC IS 5:1 OR 100:1

|
|

CONJECTURE: FOR TESTED SOFTWARE
MOLT SOFTWARE FAULTS ARE SQFT
WHY?
EXBERIENCE:
PROCESS PAIR TAKEOVER PAILS < 1:100

|

I

|

|

|

| ARGUMENT *
| MOST THINGE WORK 3UT STRANGE ONES DON'T
| (RACE CCHLITICNS)

| BACEUP HAS SLIGHTLY DIFFERENT STATE 50
| TAKES DIFFERENT PATH UNLESS LOCKSTEPR

CONCLUSTION: AVOID LOCHSTED PROCESS PAIRS
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PROBLEMS WITH PROCESS PAIRS
¥ CONJECTURE =» AVOID LOCKSTEPR
* SHADOW =» HARD TO PROGRAM
* PERSISTENT => LOST STATE
SALVATION:

* TRANSACTIONS ALLOW PERSISTENT PROCESESES.
TO GIVE RELIABLITY AND AVAILABILITY,
TRANSACTIONS CLEAN UP DAT2Z AND SESSION
REF TANDEM PATHWAY - TMF (TM).

* KERNEL-LEVEL PROGRAMMERS {DEVICE DRIVERS)
ARE BELOW THE TRANSACTION LEVEL (5IGH).
SO S5TILL NEED SHADOW PROCESS DPAIRS,
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MORE SALVATICON FOR PROCESS PAIRS?

{
| [
| r
| * AUTCMATIC SHADOWS (ref: Borg ACM SOSP 83) |
| ¥ AUTOMATIC MESSAGE SEND TO BACKID |
| * AUTOMATIC STATE COPY TO BAUKUPR |
| * PREDICTIONS: |
| * TRANSACTIONS MAKE SHADDOWS [RRELEYVANT |
| EXCEPT QR KERNEL. |
! ¥ AUTOMATIC SHADOWS OST MUCH MORE |
TEAN MANDAL (MESSAGES AND BYTES) . |

|

¥ TREND IN MANUAL SHADOWS- 1

1

F|

|

i

|

I

* SEND LOGICAL LOG QF STATE CHANGE
BACKUP 15 MORE ACTIVE. (Borv YLDS B4)
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FROGRAMMER'S MODEL;:

!
[
I
I
I
. I
BeginTransaction |
0o I
Do |
Do |
CommitTrarsaction | AbortTransaction I
I
I
I
I
I
I
I
I
|
|
I

]

|

|

|

I

|  THRANSACTION IS ATOMIC: ALL COR NOTHING

| DURABLEZ: EFFECTS ESURVIVE CRASH
I ete,
I

I

I

I

I

I

I

SEE C,.J.DATE Intra to DB Vol., 2.

e B i

__________________________________________________ 15
i I
I — + PR |
| { OLD |=w—=> DO ———-% | NEW | |
| e * I b———— * I
I I . I
I t-——-=->] leog:; old,nev value | |
T
| Fm———— g p— + |
I | QLD l<————DND < -=——! NEW | |
| b s A e . |
I I ) I
: - | log: old,new value | |
I
| +————- + ————— h '
| | OLD |-+ «-2REDD ~===>| NEW ! -
| t——--- + ~ T
! | :
‘] log: old,new walue | i
| | |
: |
I
_____________________________________________ |
______ 16
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WHAT ARE TRANSACTIONS GOGD FOR?

1
t
|
|
|
* TRANSACTIONS GIVE RELIABILITY |
NOT AVAILARILITY |
I
* SIMPLIFY ERROR HANDLING ]
* PROTECT DATA AGATNST CRASHES
INSTEAD OF SHADOW PROCESSES
USED I[N THIS WAY _
TRANSACTIONS GIVE AVAILABILITY

|

|

|

|

|

|

i

|

|

| * ALLOW USE OF PERSISTENT PROCESSES
|

|

|

[

I * REMEMBER WE WANT TO XZEP THE SYSTEM [P
|

|

|

|

T T T T T T T e e e e e e B B e o e B A e e e e e A e e e e P — ———
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REPLICATED DATA

* EXACT REPLICAS

I
I
I
I
I
¥ RAWA (read anv write all) |
I
* MIRRORS |

I

* MATORITY HEPLICAS |
i

* MASTER COPY
* SNADSHOTS i

* ASAP UPDATES

—_ s e e e e e



EXACT REPLICAS: RAWA
* HAVE N COPIES OF DATA

* RAWA (Read Any, Write All}

* IF A COPY I35 DOWN FOR ME,

IT MIGHT 3TILL BEE UP FOR SCMEBCODY |
(e.g. NETWORK PARTITION}, |

* HENCE SINGLE FAILURE ==
* READS ALLOWED
* WRITES DISABLED

— e
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EXACT REPLICAS: RAWA
* TMPROVES RELIABILITY

I

I

|

I * IMPROVIZS READ AVAILABILITY

I * REDUCES WRITE AVAILABILITY

I % SUIPSORTED BY MOST SYSTEMS {INDICES!)
|

* TRICKR: INDEX OF & FILE MAY BE
REPLICA OF A FITE

* USED ONLY RARELY BECAUSE OF JPDATE
RESTRICTICONS. MIRRORS USED MUCH MOHE,

—_—_—r e ———_———_—_—_—_—_——_——_——— ——_——— ———— —_———— — — .
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EXACT REPLICAS: MIRRORS
HAVE N COPIES OF DATA
IF ANY COPY IS5 DOWN FOR ME,
THEN I KNOW ITS DOWN FOR EVERYEBODY
(NO PARTITIONINGD.

ALL COPIES HAVE A VERSICN #
USE VERSICN # TO DETECT ANTIQUES

RAWA (read any write all availahle)

USE FUZZY COPY TO ADD NEW VERSION,

— T e e —
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EXACT REPLICAS: MIRRORS

MIERORS GOOD IN LOCAL NET
{or single system)

IMPROVES AVAILABILITY AND RELIABILITY

EXAMPLES ACP, IMS FastPath, Tandem
Burroughs DM32,

MIRRORS BAD IN LON{G HAUL NET
DoCAUSE NET FTAILIURIS POSSIBLE

VIOLATES: "IF ITS DOWN FOR ME
I'TSs DUWN FOR YOU™.,
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EXACT BREPLICAS: MAJORITY
HAVE N COZIES EACYH WITH A VERSION i
PICK INTEGERS R and @ S0 THAT
R < W and
R + W >N
READ R COPTES AND TAKE MAX VERSION #
WRITE W COPIES AND BUMP TO MAX VEBRSH

Ref: Gifford, ACM S0SP 19719
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EXACT REPLICAS: MAJORITY |
ALGORITHM TOLERATES N-MAXIR,W! DOWNS :
IMPROVES AVAILABILITY AND RELIABILITY

ALGORITHEM IS5 EXPENSIVE IF HRIADS ARE
COMMON.,

DGESN'T MAKE SENSE IN LOCAL NET
(USE MIBRORS) .

IS EXPENSIVE IN LONG-HAIL NET
{MUST READ AT LEAST R =1

[ HAVEN'T SEZN ANYONE USE [T YET
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MASTER COPY: SNAPSHOT

* HAVE A MASTER COPY QOF THE FILE
OR RECORD

* HAVE MANY SLAVE COPIES

* UPDATE THE MASTER ANYTIME

lonce a day, once a week!.
* FULL COPY {makes sense for records)
* DELTA {makes sense for files)

|
|
|
|
|
|
|
1
!
|
* UPDATE TH=E SLAVE PERIODICALLY |
|
|
|
|
|
|
* LOG PROVIDES DELTA. |
l

|

k
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E MASTER COPY: SNAPSHOT :
E * GIVES STALE DATA TO ALL BUT MASTER i
I * DOZSN'T HURT UPDATE AVAILABILITY %
I * IMPROVES READ AVAILABILITY (STALFR} ;
I * WIDELY USED, ;
I * MOST BANKS WORK ON i
I * SNAPSHOT olus |
I * MEMO POST plus I
I * NIGHT BATCH RUN FOR NEXT SHNAPSHOT I
: :
| |
,ql_

i
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MASTER COPY: ASAP UFPDATE
* HAVE MASTER COPY OF THE FILE OR RECORD
* HAVE MANY SLAVE COPIES
* UPDATE THE MASTER ANYTIME

* UPDATE THE SLAVE As S0on As Possible
(once the transaction commits)

¥ LAUNCH ASYNCHEONCUS TRANSACTION
T EACH COPY OR

I

|

I

|

|

|

|

i

r

I * WAIT FOR TRANSACTION COMMIT
|

|

|

|

| * SPOOL REDD LOG TO FACH CORY
|

i

|

|
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MASTEZR COPY: ASAP UPDATS !

* GIVES STALE DATA TO ALL BUT MASTER i
* [F ALL OK, DATA IS SECONDS OLD I
inot very stalel, |

* 300D FCR DISASTER RECOVERY !

* IMPEOVES READ AVAILABILITY

* IMPROVES WRITE AVAILABILITY IN CASE
UF DISASTER

* BEING USED INCREASINGLY
Anderton & Norman: "Empact: a
Distributed Manufacturing aApplication®
Spring NCC 83 proceedings
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